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Introduction 
 
This guide provides some information around using the encryption functionality within Talentlink which 
allows you to anonymise a candidate’s details within your selection process. 
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Throughout the guide, you will see the following icons which indicate the WMJobs Team’s 
recommendations which will help you with all your [title] queries. 
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1. What data Talentlink will encrypt or anonymise 
 
The anonymisation functionality works alongside the new application form and only on those jobs which 
have been created with the option to anonymise applicants switched on. 
 
The fields that will be anonymised include: 
• first name, 
• middle name, 
• last name, 
• gender, 
• date of birth, 
• email address, 
• alternate email address, 
• address, 
• alternate address, 
• city, 
• zip code (postcode) 
 

 

 
        
 

 
The separation of the diversity information within the application form will 
continue as is currently and is unaffected by the use of anonymisation 
 
 

 
2. Switching anonymisation on 
 
The WM Jobs Team can switch on the anonymisation functionality.  This is done at OBS level 1 of 
Talentlink and will apply to all levels of your organisation below level 1.  
 
This is a simple task to undertake and can be done quickly.  Please contact us via the service centre if 
you would like this to happen. 
 
When the anonymisation is activated at organisation level, information about the anonymisation is 
displayed on the Job Details page. 
 

 

We are aware at the moment, that the title drop-down field (Miss, Mr, Mrs etc) is not covered 
within the anonymisation functionality, therefore, you will still see this information on all forms. 
This will be updated in the future and will let you know the status. 
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3. Deciding where to decrypt candidates in your process 
 
You will need to set a point in your selection process to decrypt candidates before testing in sandbox or 
using in the live environment. 
 
Go to System Administration / (Choose your Organisation) / Process Management.  On the screen 
below, choose “Manage Models” under Selection Process 
 

 
 
If you use multiple selection processes, as shown in the example below, you will need to select each 
selection process in turn and update as follows: 
 
Click on the selection process you wish to update. 
 

 
 
  



 

 
5 T: 0121 569 2070   E: helpdesk@wmemployers.org.uk  W:www.wmemployers.org.uk 

 

Find the step at which you want Talentlink to decrypt candidates, the example below uses the Interview 
1 step.   
 
Add a tick to the box “Decrypt candidates when step initiated” and SAVE 
 

 
 
This now means that in this example all candidate details used on the steps prior to the Interview 1 step 
will be anonymised. 
 
 
4. Job Requisition 
 
The functionality can be chosen on a job level, so you can decide if some or all jobs will be anonymised 
when creating the requisition. 
 
On a new job requisition, Talentlink will ask if you wish to receive candidates decrypted or not (as 
below).  You will need to choose “Yes” 
 

 
 
You can complete the remainder of the requisition as normal. 
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5. Searching for Anonymised candidates 
 
When an anonymised job has been advertised, you may receive enquiries from applicants and wish to 
find their records whilst they are still anonymised in your process. 
 
Talentlink will not return search results based on encrypted data fields such as a candidate’s name 
whilst they are anonymised.   
 
However, you can do an advanced search within the Candidates tab on the left-hand menu using 
Keyword Search.  You can use this to search on candidate decrypted data, which might be on their 
telephone or NI number for example. 
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This can also be done using the “filter by keyword” functionality within the Selection/ Hiring tab on a job, 
which is shown below: 
 
 

 
 
Candidates who sit at a decrypted stage in your selection process can be searched as normal. 
 
6. Emails and Forms 
 
Emails sent from TalentLink may contain merge fields corresponding to the anonymised applicant data. 
This data will not be merged.  You may wish to modify the email content and use generic greetings etc.  If 
you choose not to modify the email template, sensitive data will be hidden behind appropriate labels 
 
Sensitive data of anonymous candidates in documents attached to emails sent to external addresses are 
not visible.   In the document preview from TalentLink,  answers are left blank as below: 
 

  
7. Ad hoc reports 
 
In AdHoc reports, whilst anonymised, sensitive data coming from Candidate profile or using Templates 
Data will be presented as blank cells. 
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8. Troubleshooting/FAQ’s 
 
Is it possible for HR users to see all candidate information whilst they are still anonymised for 
recruiting managers? 
 
Lumesse have considered the impact of creating separate viewing roles for HR to see candidate 
decrypted whilst managers see encrypted and will not be including this in their 2018 roadmap.  The 
search options outlined in section 5 will help locate anonymised candidate records. 
 
When a candidate is encrypted, within emails the first name merge field is still visible as 
“first_name”  Can this be replaced by “Dear candidate” for example. 
 
Yes, we would recommend updating the e-mail templates to use generic greetings either from the email 
template management or by the user sending editing the email on the fly. 
 
After a candidate applies to an encrypted job, the initial automatic candidate pack is encrypted as 
you would expect.  However, if the candidate is decrypted further in the selection process the 
automatic candidate pack remains encrypted.  If needed, can I create a decrypted version of the 
candidate pack? 
 
Yes, you would need to create the candidate manually. To preserve server capacity, TalentLink will only 
create one automatic candidate pack, therefore, when a candidate reaches the point in your selection 
process where you have chosen them to be decrypted, the automatic candidate will not update – hence, 
why a manual candidate pack would need to be created which will show the candidate’s personal 
details. 
 
Will Talentlink anonymise uploaded documents provided by the candidate as part of the 
application? 
 
No, Talentlink cannot redact personal details held inside an uploaded document, so guidance on the 
upload stage may need to advise candidates not to list their name etc on any uploaded document. 
 
Will anonymisation affect a candidate using the ‘re-use application form’ functionality? 
 
Yes – as previously communicated, the ‘re-use application form’ functionality works by pulling through 
information from the candidate’s last submitted application. If a candidate’s last submitted application 
form is anonymised, the system is unable to identify the application form belongs to the candidate, 
therefore, this functionality then works from the last decrypted submitted application form. 
 
 
 
 
 
 


